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Part A: Information Systems Operations

Common Technology Components

IT Asset Management

Job Scheduling and Production Process Automation
System Interfaces

End-user Computing

Data Governance

Systems Performance Management

Problem and Incident Management

Change, Configuration, Release and Patch Managemen!
IT Service Level Management.

Database Management
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Part B: Business Resilience

» Business Impact Analysis

» System Resiliency

» Data Backup, Storage and Restoration
» Business Continuity Plan

> DisaSter Recovery PlanS Global Information Security Society for Professionals of Pakistan 3




Part A: Information Systems Operations
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Overview
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Ensure understanding and provide assurance that the
processes for information systems operations,
maintenance, and service management meet the
organization’s strategy and objectives.
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Information System Management ’@
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Information System Operations G

Scheduling

Maintaining equipment's

SEETECSS  Authorizing ch
QR utnorizing cnanges

Handling incidents and

recovery
Monitoring system

performance /
reviewing logs
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Information Security

“ Maintaining confidentiality, integrity, and availability

Monitor the security environment

Ensure vulnerabilities are patches and addressed

Detect and respond attacks

“ Controlling access to IT assets
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IT Service Levels

Service Level
Agreement (SLASs)
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Measure Service Levels
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Monitoring Service Level for Third Party Providers
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Incident Management vs. Problem Management

@

Incident
VS.
Problem

@ incident is a nonx

standard operation that<

A problem is eh

underlying root cause of

has the potential to a series of incidents or
disrupt business mission major incident

Incident management is Problem management is
the process of continuing based on root cause
operations or resolving an analysis and fixing the

werruption / wre issue. j
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Maintenance of an Error Log
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Help Desk G
First point of contact for users with
" problems or concerns

Maintain system
documentation

Often the first to be aware
«’ of an outage or exception
condition

Produce logs on
requirement

Should communicate and
escalate incidents effectively
according to incident
management process

Must be aware of security concerns
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IT Asset Management

Request

Approve

Process

Optimize 4 ppsmize Deploy

Manage
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Testing Software and Systems '@

Ensure each module work correctly ¢ Find flaws and validate functionality

Bottom-up € . ) Test all elements of the software

Ensure program works correctly Top-down
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An Asset

Something of tangible or intangible value that is worth protecting.

People
Information
ri_é‘,.’:i" Infrastructure
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Asset Inventory

» Specific identification of asset

> Relative value of asset

- Assetyp
D1éd5443394

» Loss implications and recovery priority

» Location
» Security/risk classification
» Asset group

» Owner/custodian
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Auditing Information Systems Hardware

_Capacity management
-'Vlonitoring )
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Risk with USB Flash Drive, Storage Drives
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Implementing Security \@

Encryption

Screen lock & clean desk policy g

Organization Security Policy . ) Education & Awareness

Anti-virus Policy User of secure devices only
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RFID & Uses

Radio Frequency Identification

» Radio waves to identify tagged objects
» Limited range

» Passive tags
» Active tags
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RFID Risk & Controls

Risk:

» Privacy

o

» Data Leakage
» Process Errors

Controls:

» Managerial - Usage
policies

» Operational - Processing
controls

» Technical - Protection of

j \ devices /
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Information System Hardware

o

Memory Removable
Media Device
IIIno
=
Bus Console
Processor . :
Expansion
Unit
oo
I/ T
Procgssor SPD/PCI
Y%
Disk Unit Communication

TEMPERATURE

Maintenance of hardware and
physical operating environment

» Temperature
» Humidity

» Vendor maintenance
» Reputable vendor

@ Temperature

o°c | @ Relative humidity
%7 ! ; !
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Hardware Monitoring

KPIS (3)

» Availability reports

POWER BI REPORTS (3)

» Hardware error and malfunction reports

Sample Customer Overview Sample Product Inventory
Gl Report Ll Report (ul) Sample Sales Report

MOBILE REPORTS (3)

» Equipment utilization reports
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» Asset management and inventory

PAGINATED REPORTS (3)

@ Country Sales Map @ Country Sales Performanc @ Regional Sales

EXCEL WORKBOOKS (1)
Erops

ug Office Liquidation Sale.xls

DATA SOURCES (1)

e
g AdventureWorksDW2016-
SSRS-Samples
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Capacity Management

> CPU utilization

> Network utilization

> Number of users

» Time to deploy new technologies o) e
100 f
. - 80
» Response time for user requests 2 e
Y-
pie 40
Lo |
20
0 s
Tue 12: 00 Wed 00: 00
0O Idle 1.80 min, 49.41 avg, 59.60 max, 48.27 last
Ml User 6.60 min, 11.53 avg, 34,00 max, 10.83 last
l System 27.03 min, 37.41 avg, 74.00 max, 39.22 last
B IRQ 0.00 min, 0.01 avg, 4,60 max, 0.00 last
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Information System Architecture & Software

-

Hardware
Software
Cash Register
Mobile
Context
Server
Desktop User
Mobile
User
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Logging

.
Tra nsaction LO g S B TurnedonTimesView _lolx|
File Edit View Options Help
lHR O =8
Startup Time_ / Shutdown Time Duration Shutdown Reason Shutdown T Shutdown Process | Shutdown 4
O 14/10/12 14:2...  18/10/12 11:43:47  3Days + 21:21:01 Power Off Explorer . EXE 0x000000
O 18/10/12 11:4... 18/10/12 11:51:05  00:03:09 System failure Power Off C:\Windows\syst...  0x000500
b re O rts CO m I et i O n I 0 S Q 18/10/12 11:5... 18/10f12 11:55:54  00:02:24 Power Off Explorer. EXE 0x000000
p p g O 18/10/12 11:5... 09/11/12 18:10:59 22Days +06:13:39  Operating systemissue... Restart Explorer.EXE 0x800200
D 09/11/12 18:1... 29/11/1216:16:10 19 Days +22:04:58  System failure Restart C:\Windows\syst...  0x000500
D 29/11/12 16:1...  16/12/1200:24:13 16 Days +08:07:12 Restart Explorer . EXE 0x000000
D 16/12/1200:2... 16/12/1200:31:18  00:06:21 Restart Explorer. EXE 0x000000
O 16/12/1200:3... 24/12/1201:33:04 8 Days +01:00:52 Operating system issue... Restart Explorer. EXE 0x800200
@ 24/12/1201:3...  30/12/12 19:35:03 6 Days + 18:00:49 Restart Explorer.EXE 0x000000_|
N etwo r k M O n ito ri n @ 30/12/12 19:3... 03/01/13 11:57:04 3 Days + 16:20:18 Restart Explorer EXE 0x000000
g D 03/01/13 11:5... 03/01/13 12:02:56  00:05:09 Restart Explorer.EXE 0x000000
D 03/01/13 12:0... 14/02/13 13:52:30 42 Days +01:48:43 Power Off Explorer. EXE 0x000000 _
MR AT il Sl s— ']_I

IEM Systems

Incident logs

ccess logs
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Risk with Privileged Processes

» Restrict privileged operations to authorized staff
» Enforce least privilege

» Log all activity
» To sensitive data/accounts
» System configuration changes
» Changes to user permissions
» Uploads into production
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The Data Life Cycle

“ Plan — identify and determine value of sensitive data - classify .

“ Design — standards for data format and usage

“ Build/acquire — creation or acquisition of data

“ Use/operate — store, share, process

“ Monitor — maintain data integrity

“ Dispose — archive or destroy data
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Database & Security

Method to store and access data

> Hierarchical

> Network Protecting the gold of the kingdom

" Compliance
> . Discovery Scan
Relational Patch
Activity Audit
! Automation

Vulnerability

—
— A
! w , : ) Encrypted Database
| O Authorizationl] s
Applicati % w J) Data Masking

' - ' Authentication '
Network SQL Monitoring
and Blocking @

Unauthorized Multi-factor
DBA Activity authorization
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Information System Network Infrastructure
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OSI (Open Systems Interconnection)

Developed by International
Organization for Standardization
(1SO)

“All People Seem To Need Data
Processing” ) PR L

Path determination and logical addressing B
IP, ARP, IPsec, ICMP, IGMP, OSPF

Physical addressing

Fra

Media, signal, and binary transmission
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Network Media & Topologies

- -

Point-to-Point
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Virtual Private Networks (VPN)

IS

HACKERS

NETFLIX &
(N Tube

THE INTERNET

==

==
—= = =
GOVERNMENTS ISPS

» Encrypted (usually) tunnels to carry traffic through an untrusted network
» Remote access — teleworkers, business partners

> IPSec
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WLAN & Security
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Network Security

Mobile
Security

Email
Security

Network
Protection

Server
Protection

Data
Protection

Cloud Services
Application
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Auditing Infrastructure and Operations

-
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Auditing Network
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Change Controls

Controlling changes to IT systems and application through a defined process. v

“ Request Change
“Authorize Change
“ Test Change

“Implement
“ Communicate to Users
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Change Control Objective '@

Convert data file accurately ¢ Protect the production environment

. ) Ensure approval of all changes

Test and schedule changes Objective

Communicate change to stakeholders Document all changes
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Change Risk

-of security controly

(ropin service quality

-
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Patch Management

Step 4: Step 1:

Deploy
Approved
Patches

Step 3:

Test,
Validate &
Plan
Deployment

Assess &
Inventory
Environment

Step 2:

Discover
New
Patches
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Patch Management (Part of Change Control Process)
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Release Management

Request for
Changes or Release
New Features Planning
Why? i
y H and Design

nd Collecti
For Enhancements S

For Fixes

Release
Management
Cycle

Review o
Deployment
©
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Rollout of Changes

Parallel Phased Hard
Rollover

(abrupt)

Rollout Rollover
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