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Instructor Introduction
Muhammad Saquib Malik

EMBA (LUMS) — In progress

MS Information Security

Certified Information Security Manager (CISM)

Certified Information Security Auditor (CISA)

Project Management Professional (PMP)

Certificate of Cloud Security Knowledge (CCSK)

Certificate of Cloud Auditing Knowledge (CCAK)

Privacy and Data Protection Foundation (GDPR)

IRCA Certified 1ISO 27001 Lead Auditor (ISMS)

Certified Information Technology Infrastructure Library (ITIL)
Certified EC-Council Instructor (CEI) “oc-0e-4

Certified Ethical Hacker (CEH) A CAK bbbn @IT"—
Certified Hacking Forensics Investigator (CHFI) 7 Juniper —
Certified Secure Computer User (CSCU) SEg ierworxsT "
Certified Administrator for IBM Qradar
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Part A: Information Systems Operations

Common Technology Components

IT Asset Management

Job Scheduling and Production Process Automation
System Interfaces

End-user Computing

Data Governance

Systems Performance Management

Problem and Incident Management

Change, Configuration, Release and Patch Managemen!
IT Service Level Management.

Database Management
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Part B: Business Resilience

» Business Impact Analysis

» System Resiliency

» Data Backup, Storage and Restoration
» Business Continuity Plan

> DisaSter Recovery PlanS Global Information Security Society for Professionals of Pakistan 3




Part B: Business Resilience
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Business Impact Analysis

A business impact
analysis (BIA) predicts
the consequences of
disruption of a
business function
and process and
gathers information
needed to develop
recovery strategies.

e

Key Steps in Business Impact Analysis
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findings to
leadership

and objectives

Document :D «
findings

v Make recommendations
v Write report

Next steps @

v ldentify gaps
v Make a plan to address them
v Review BIA at least annually
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Set scope F]: ﬂ

Gather CD\
information

v Identify top risks
v Focus on critical operations
v Understand processes

v Document potential impact
with data, staff interviews




Benefits of Business Impact Analysis G

Interdependencies between Elimination of potential fines Identification of potential gaps in
processes can be identified & related to regulatory regulatory compliance
documented requirements

Shadow IT functions, often with

Remowval of unnecessary

critical business dependencies redundancies — process, people

can be identified

Identification of potential changes

Identification of new process or _ ;
to insurance, maintenance or

process changes to the existing y 3
ones icensing costs
Better understanding on the
actual impact
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Quality Assurance

» Verify that all changes have been

» Authorized
> Tested

» Implemented in a controlled mann:e
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Disaster Recovery Planning
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» Support of critical business
processes.

» Restoration of IT services.

» Cost-effective controls to
prevent or recover from IT
disruption.
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Role of BIA & Risk Assessment @

Detemine Recovry Pointabective (RPO)

&

Last point where data Disaster System is
is in usable format strikes recovered

.

How far back? How long to recover?

............................................................................

Recovery point Recovery time
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Disaster Recovery Planning
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The DRP '@

Infrastructure Based Regional

Multi-Regional Plan € Objective . ) System Based

Departmental Based Product / Service Based
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Ultimate Goal of DRP
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Recovery Point Objective (RPO)
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Recovery Time Objective (RTO)
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Very Short RTO & RPO
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Other Terminologies

Global Information Security Society for Professionals of Pakistan 16
1 —



Recovery Strategies

-irrored Sites
_site / Mobile site / Cloud
-arm Site
@ coiasite
-eciprocal Agreement
_sourcing
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Alternate Site Considerations

‘old Site

“ Ease of Support. Access / Security
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Contracted Third Party Recovery Site

“ Configuration & Compatibility

‘ommunication & Activation Process
“ Priority & Multiple Clients

‘ecurity of Site
“ Reliability of Vendor

Global Information Security Society for Professionals of Pakistan 19




Alternate Hardware & Networks

“ Spare equipment's

“ Process to acquire necessary equipment

-

“ Network redundancy, diverse routing, availability of bandwidth etc.

“Voice, data, internet service restoration

“ Last mile circuit protection
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Application Recovery
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Data Backup

“ Electronic vaulting
“Tape backups

“ RAID - Redundant Array of Independent Disks
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RAID Levels

RAID Configuration

RAID 0 Stripping

RAID 1 Mirroring

RAID 2 Not Used
RAID 3 Byte Level Parity
RAID 4 Block Level Parity

RAID O

RAID 5 erleaved Block Level Pa |
RAID 10 Stripping and Mirroring

) ) ) ) Disk 1 Disk 2 Disk 3 Disk 4 Disk 5
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Type of Backups

“ Full Backup

“ncremental Backup
“ Differential Backup

Functionalities of Backups

“ Encryption

‘ompression
“ Rotation & Age of Media
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Writing a DR Plan
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Parts of DR Plan

“ Declaration of a disaster.
“ Roles of teams and individuals.

“ Links to other plans - BCP, Evacuation, etc.

-

“Contact lists (including internal and suppliers).

“ Detailed recovery procedures for systems and applications.

“ List of resources required for recovery.
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Disaster Recovery Teams

“ Application
‘etwork & Communication
“ Data Storage
‘cident Response

“ Restoration
‘ogistics & Support
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Reason of Testing DR Plans

“ |dentify gaps

“ Check configuration & Compatibility
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DR Plans Steps '@
“Obtain approval

-xecute the test
“ Evaluate the test

‘nprove the plan
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Testing DR and Strategy

.Checklist test

_ructured walkthrough
‘Simulation ‘Start small

-rallel 'st with unavailability
‘ull interruption “Apply lesson learned

-port to management
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