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How to use Zoom Client for New Comers

If you are using Zoom for the first time than these points will be useful for you .

. . . . 657-502-6243

* If you are unable to hear audio than you need to connect via device audio . Look
at the bottom left corner .

e Kindly turn off your camera while connecting to Zoom as we respect your privacy

* The Speaker will keep you muted during the session however if you want to ask
any question during QA session ,you can click on the three dots and “raise hand”
so that the speaker can unmute you .

* You can click on the participants tab to chat with host or to send a member to all
participants

 |If you are attending the session while doing some other work ,kindly mute
yourself in case if the host unmutes all users during QA session

* Your session might be disconnected after 40 minute however you can use the
same link to join the meeting again . Most of our sessions are longer than 40
minutes so always keep in mind to check if the meeting is still ON .

g U 3,

Audio Video Share Participants More
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What we are protecting

* PCI-DSS

* OWASP

* Compliance

* Because InfoSec says so
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The Death of Defense in Depth (Layered g
Security Model)
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&)
What we are protecting v

* PCI-DSS

* OWASP

* Compliance

* Because InfoSec says so

* average time an attacker is active inside your network is 191 days as
most (IBM)

* SunTzu said in Art of war if you know your enemy and know yourself you
need now fear the result of a hundred battles if you know yourself but not

the enemy for every victory gained you will also suffer a defeat in the
cybersecurity
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What we are protecting v

* To find an attacker, you must think like an attacker
* What steps do they take?

* Know how they operate
* Know their techniques
* Know their tools

* Know what they are looking for

* Essentially, know what they look like

* If you know they have a capability for initial compromise with an infected
USB drive...

* Emails might not be the best place to start looking for evidence of compromise
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What are we dealing with (Threats) v

* In order to prepare for an incident, we must know what is out there

* Wide range of malicious
* Botnets
e Phishers
* Ransomware
* Insider Threats (elevation of privilege, data theft, unauthorized access, etc)
* Hackers
e "APT's”
* Malware outbreak
* Etc...

* Consider as many vectors as possible when preparing
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Vulnerabilities

* Software bugs

Broken processes
neffective controls
Hardware flaws
_egacy systems

Human error
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Risks

* Business disruptions
* Financial losses

* Privacy loss

* Reputation loss

* Impaired growth

* Loss of life

* Others?
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Information Gathering v

* Adversary is gathering information about your network

* Passive Recon
* Never touching the customer
* Customer should have no idea you're gathering info on them

* Active Recon
* Touching the customer/equipment
* Customer could (should) know you’re gathering info on them.

e Enumeration
e Scans!

Incident Response 11



Attacker focus

* Adversary is mapping vulnerabilities to exploits

* This is really done on their side
* Nothing that you're going to see in your systems

* ...Except maybe determining vulnerable systems
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Exploitation v

* Exploits traversing the network or hitting the border

* Sometimes easy to see them
* |IDS's may catch them
* Signatures
* Anomalies
* Newer exploits or custom exploits may not get caught
* No signatures for them

* Some exploits just take advantage of poor configuration
* Probably looks like mostly normal or legit traffic
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Post-Exploitation
* Three P’s

* Privilege Escalation
* Pivoting
* Persistence

« Command and Control (C2)

* Things can become difficult here
* Covert Channels
* Encryption

* Who's connecting to who?

* |s it anomalous?
 There’s so much of this data on modern networks...
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Cyber Kill chain in a nutshell

Delivering weaponized
bundle to the

victim via email, web,
USB, etc.

Reconnaissance Delivery

1 R

Gathering email
addresses,
conference
information, etc

~—_—

%

Delivering weaponized
bundle to the

victim via email, web, USB,
etc

Exploiting a
vulnerability to
execute

code on victim's

Weaponization  system
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Installing
malware on the
Target.

Installation

Exploitation

With 'Hands on Keyboard' access,
intruders accomplish their original goals
Coupling exploit with backdoor

into deliverable payload

Action on objectives

Command
channel for
remote
manipulation Of
victim

Command and Control
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Cyber Kill Chain limitations <

* The Cyber Kill Chain assumes a traditional perimeter-focused defense where a firewall is the main line of defense
and so fails to cover other attack vectors and internal attack paths; modern organizations need to leverage
defensive solutions within the perimeter.

* The Cyber Kill Chain does not focus enough on what to do after an attacker has broken into your network
successfully, which they inevitably can with enough persistence.

* The Cyber Kill Chain’s phase sequence cannot accurately depict all attacks as several kill chain phases can be
bypassed entirely.

* Onceinside a victim’s network, the timing of each attack phase is inconsistent. Phases can take anywhere from
minutes to months to years. Attackers could lay dormant for prolonged periods of time waiting for the optimal
window to launch the final phase of their attack to apply the most impact on their target.
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David Bianco’s Pyramid of Pain g

Network Host
Artifacts Annoying

e Trivial
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MITRE ATT&CK <]
Cyber Kill chain MITRE ATT&CK
* Reconnaissance * Initial access
* Weaponization * Execution
: * Persistence
e Delivery . .
- * Privilege Escalation
Eprmtatuon VS <« Defense Evasion
* Installation * Credential Access
e Command & Control * Discovery
* Actions of objectives * Lateral moment
e Collection

e Exfiltration
e Command and Control
* |mpact
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MITRE ATT&CK g

» The MITRE Corporation, a not-for-profit org that manages FFRDCs, released the
ATT&CK Framework in 2015.

« ATT&CK is a living, growing framework of common tactics, techniques, and
procedures (TTP) used by advanced persistent threats (APTs) and other
cybercriminals.

* MITRE ATT&CK makes their matrices accessible to the private sector, governments,
the cybersecurity product and service community, and the general public.

* The ATT&CK matrix provides a framework for identifying tactics and techniques
used by threat actors
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https://www.mitre.org/
https://www.mitre.org/centers/we-operate-ffrdcs
https://attack.mitre.org/groups/

MITRE
ATT&CK

This notional depiction shows how an organization wesdd use the MITRE
ATTRCK framework to thow defensive gaps against adversary activity

within their network.
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MITRE ATT&CK

What is ATT&CK?

Why did MITRE develop ATT&CK?

ATT&CK is a knowledge base of cyber
adversary behavior and taxonomy for adversarial
actions across their lifecycle. ATT&CK has two
parts:

ATT&CK for Enterprise, which covers behavior

against enterprise IT networks and cloud, and

ATT&CK for Mobile, which focuses on behavior
against mobile devices.

MITRE started ATT&CK in 2013 to document
common tactics, techniques, and procedures
(TTPs) that advanced persistent threats use
against Windows enterprise networks. It was
created out of a need to document adversary
behaviors for use within a MITRE research project
called FMX. The objective of FMX was to
investigate use of endpoint telemetry data and
analytics to improve post-compromise detection
of adversaries operating within enterprise
networks. ATT&CK was used as the basis for
testing the efficacy of the sensors and analytics
under FMX and served as the common language
both offense and defense could use to improve
over time.
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MITRE ATT&CK

What are "tactics"? What are "techniques"?

Tactics represent the “why” of an ATT&CK technique  Techniques represent *how"” an adversary achieves a
or sub-technique. It is the adversary’s tactical goal: the tactical goal by performing an action. For example, an
reason for performing an action. For example, an adversary may dump credentials to achieve credential
adversary may want to achieve credential access. access.

What are "sub-techniques"? What are "procedures"?

Sub-techniques are a more specific description of the  Procedures are the specific implementation the

adversarial behavior used to achieve a goal. They adversary uses for techniques or sub-techniques. For

describe behavior at a lower level than a technique. example, a procedure could be an adversary using

For example, an adversary may dump credentials by PowerShell to inject into Isass.exe to dump credentials

accessing the Local Security Authority (LSA) Secrets. by scraping LSASS memory on a victim. Procedures
are categorized in ATT&CK as the observed in the wild
use of techniques in the "Procedure Examples" section
of technique pages.
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MITRE Cyber Analytics Repository (CAR) v

CAR is a knowledge base of analytics developed by MITRE and is based on
the MITRE ATT&CK adversary model. Analytics stored in CAR contain the
following information for each analytic:

o A hypothesis which explains the idea behind an analytic.

o The information or primary domain the analytic is designed to operate
within (this could be host, network, process, external, etc.)

oReferences to ATT&CK Techniques and Tactics that the analytic detects
o The Glossary

o A pseudocode description of how the analytic might be implemented

o A unit test which can be run to trigger the analytic
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MITRE ATT&CK Navigator |~

* The MITRE ATT&CK Navigator is designed to provide basic
navigation and annotation of the ATT&CK matrix. The tool is used as
a simple way to visualize the ATT&CK matrix and make it easier to
use. One of the many useful features of the ATT&CK Navigator is
using the provided filters to highlight techniques used by a particular
threat group. This is helpful in identifying the techniques that may be
Important to your organization.
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Tools Identification in MITRE ATT&CK

I S - "

T1002

T1003

T1007
T1012
T1015
T1016

T2018
T1028
T1033
T1035
T1042
T1047
T1o50
T1053
T1o55

Data Compressed

Credential Dumping

System Service Discovery
Query Registry
Accessibility Features

System Network Configuration Discovery

Remote System Discovery
Windows Remote Management
System Owner/User Discovery
Service Execution

Change Default File Association

Windows Management Instrumentation

New Service
Scheduled Task
Process Injection

Exfiltration

Credential Access

Discovery
Discovery
Persistence, Privilege Escalation

Discovery

Discovery

Execution, Lateral Movement
Discovery

Execution

Persistence

Execution

Persistence, Privilege Escalation

)

PowerShell, Mimikatz, Gsecdump, Windows Credential
Editor

tasklist_exq sc.exe, wmic

PowerShell,rar

reg,cmd

reg,cmd
cmd,ipconfig,netsh,arp,nbtstat,net
net,ping,arp

PowerShell, Wmic,Mimikatz, WinRM
cmd,wmic,quser,qwinsta

PsExec

cmd,reg,assoc

wmic

sc.exe,PowerShell

Execution, Persistence, Privilege Escalation at.exe,schtask,net

Defense Evasion, Privilege Escalation

PowerSpoloit
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Example Technique used by OilRig
L L

Enterprise T1087 . Account Discovery: Local Account OilRig has run net user, net user /domain, net group "domain admins" /domain,
and net group "Exchange Trusted Subsystem" /[domain to get account listings on a victim.

-002 Account Discovery: Domain Account  0ilRig has run net user, net user /domain, net group "domain admins" /domain, and net group
"Exchange Trusted Subsystem" /domain to get account listings on a victim.

Enterprise T1071 .001 Application Layer Protocol: Web QilRig has used HTTP for C2
Protocols
Application Layer Protocol: DNS QilRig has used DNS for C2
.004,
Enterprise T1110 Brute Force QilRig has used brute force techniques to obtain credentials.
T1059 .001 QilRig has used PowerShell scripts for execution, including use of a macro to run a PowerShell

command to decode file contents
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https://attack.mitre.org/techniques/T1087
https://attack.mitre.org/techniques/T1087/001
https://attack.mitre.org/techniques/T1087
https://attack.mitre.org/techniques/T1087/001
https://attack.mitre.org/groups/G0049
https://attack.mitre.org/techniques/T1087/002
https://attack.mitre.org/techniques/T1087
https://attack.mitre.org/groups/G0049
https://attack.mitre.org/techniques/T1071
https://attack.mitre.org/techniques/T1071/001
https://attack.mitre.org/techniques/T1071
https://attack.mitre.org/techniques/T1071/001
https://attack.mitre.org/groups/G0049
https://attack.mitre.org/techniques/T1071/004
https://attack.mitre.org/techniques/T1071
https://attack.mitre.org/techniques/T1071/004
https://attack.mitre.org/groups/G0049
https://attack.mitre.org/techniques/T1110
https://attack.mitre.org/techniques/T1110
https://attack.mitre.org/groups/G0049
https://attack.mitre.org/techniques/T1059
https://attack.mitre.org/techniques/T1059/001
https://attack.mitre.org/groups/G0049

Heat Map of few Iranian Groups

APT33 « 0ilRig x

Reconnaissance
10 technigues

Magic Hound (GB859)

APT39 « Muddy water

Resource Development
7 techniques

X Leafminer

Initial Access
9 technigues

v [zranian groupd « -

selection controls layer controls

8. .Qa = x B %

Persistence
19 technigues

Execution
12 techniques

MITRE ATTRCK® Mavigator

technigue controls

w72 @8

Privilege Escalation
13 techniques

Active Scanning 5 Botnet Hardware
o Additions
Gather Victim Host DMS Server
Information
Acauire Domains
Employee Names | q Phishing -,
nfrastructure s Sarver =
Gather Victim Identity o
Information 5 5 Virtual Private Server
Email Addresses Replication
Web Services Threugh
Gather Victim Removable
Network - Social Media Accounts Media
Information gompn;mlse
CCOUNES 49 Supply Chain
Gather Victim Org Compromise
Information Compromise
Infrastructure Trusted
Phishing for Relaticnship
Information = Cevelop
Capabilities .,
Search Closed o _ i
Sources -, Establish Social Media Accounts
Search Open Technical Accounts iy
Databases
' Code Signing Certificates
Search Open Drive-by
Websites/Domains ., Digital Certificates Compromise
Search Victim-Owned Obtain Exploits
Websites c L
apabilities , - Mal
(1/6) alware Valid
Vulnerabilities Accounts 3/
Tool
Stage
Capabilities -,
[€  LennTan~ c7on a-n iox ~ AN ~ienn o4t e A

Spearphishing via

Spearphishing Attachment
Spearphishing Link

w03) n

Default Accounts

Domain Accounts

Local Accounts

Container Add Office 365 Global Administrator Role
Administration
Command Additional Cloud Credentials

! Account
Service Manipulation . .,

Deploy Container 55H Authorized Keys

Component Object Model
Inter-Process
Communication ;2 8 Bunamic Data Exchange Active Setup
Native API Authentication Package
At (Linux) Kernel Modules and Extensions
At (Windows) LSASS Driver
Container Orchestration Job Plist Modification
Scheduled
T;:SE,J;J;_1 . Cron Port Manitors
Launchd Boot or Logon Print Processars

Autostart

Systemd Timers Execution 2 Re-opened Applications

Scheduled Task Security Support Provider

Shared Modules Time Providers

Software

‘Winlogon Helper DLL
Deployment Tools

XDG Autostart Entries

Launchetl

System Services 5

Registry Run Keys / Startup Folder
Malicious Image
Boot or Logon

User Execution 273 Malicious File Initialization
- Seripts )
Malicious Link '
Browser
AppleScript Extensions
Network Device CLI Compromise
Client Software
Unix Shell Binary
Command and Pythan Cloud Account
SEE . Create .
Interpreter ¢ Windows Command Shell 5~~~ . Domain Account
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Abuse Elevation
Control
Mechanism

Access Token
Manipulation

Boot or Logon
Autostart

Execution g

Boot or Logon
Initialization
Scripts o)

Create or Modify

System
Process o

Domain Policy

Modification .

Elevated Execution with Prompt
Setuid and Setgid

Sudo and Sude Caching
Bypass User Account Control

Active Setup

Authentication Package

Kernel Modules and Extensions
LSASS Driver

Plist Modification

Port Monitors

Print Processors

Re-ocpened Applications
Security Support Provider
Time Providers

Winlegon Helper DLL

¥DG Autostart Entries

Registry Run Keys / Startup Folder

legend

Choar all

A4
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APT33TTPs, MITREATT&CK (FireEye)

DOWAIN R

Enterprise
Enterprise

Enterprise

Enterprise
Enterprise
Enterprise
Enterprise

Enterprise

Enterprise

Enterprise
Enterprise
Enterprise

Enterprise

Enterprise
Enterprise
Enterprise

Enterprise
Enterprise

Enterprise

Enterprise

Ta110
T1043

T1003

T1002
T1132
T1480
T1048
T1203

T1068

T1040
T1027
T1086
T1060

T1105
T1053
T1192

T1071
T1032

T1065
T1204

NAME

Brute Force APT33 has used password spraying to gain access to target systems.

Commonly Used Port APT33 has used port 443 for command and control.

Credential Dumping APT33 has used a variety of publicly available tools like LaZagne, Mimikatz, Gpppassword, SniffPass, and
ProcDump to dump credentials.

Data Compressed APT33 has used WIinRAR to compress data prior to exfil.

Data Encoding APT33 has used base64 to encode command and control traffic.

Execution Guardrails APT33 has used kill dates in their malware to guardrail execution.

Exfiltration Over Alternative Protocol APT33 has used FTP to exfiltrate files (separately from the C2 channel).
Exploitation for Client Execution APT33 has attempted to exploit a known vulnerability in WinRAR (CVE-2018-20250).

Exploitation for Privilege Escalation APT33 has used a publicly available exploit for CVE-2017-0213 to escalate privileges on a local system.

Network Sniffing APT33 has used SniffPass to collect credentials by sniffing network traffic.
Obfuscated Files or Information APT33 has used base64 to encode payloads.
PowerShell APT33 has utilized PowerShell to download files from the C2 server and run various scripts.

Registry Run Keys [ Startup Folder  APT33 has deployed a tool known as DarkComet to the Startup folder of a victim.

Remote File Copy APT33 has downloaded additional files and programs from its C2 server.
Scheduled Task APT33 has created a scheduled task to execute a .vbe file multiple times a day.
Spearphishing Link APT33 has sent spearphishing emails containing links to tht files.

Standard Application Layer Protocol APT33 has used HTTP for command and control.
Standard Cryptographic Protocol APT33 has used AES for encryption of command and control traffic.

Uncommonly Used Port APT33 has used ports 808 and 880 for command and control.
User Execution APT33 has lured users to click links to malicious HTML applications delivered via spearphishing emails.
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https://attack.mitre.org/groups/G0064

MITRE ATT&CK <

* Several open-source tools are available for testing an organization’s detection capabilities based
on the matrix

e MITRE Caldera
* Red Team Automation
* Atomic Red Team

* These tools can be used to generate event information to test alerts and search capabilities

MTRE 1 ©®
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Pony Final Attack Chain

PonyFinal attack chain MITRE ATT&CK

@ Initial access via brute force to software T1110 | Brute Force
deployment system

. T1059 | Command-Line Interface
C2 via PowerShell Reverse Shell over port 80

Data exfiltration

Remote manipulator system deployed for T1108 | Redundant Access
redundant access and interactive sessions T1133 | External Remote Services

—>

TA0010 | Exfiltration

T1072 | Third-party Software

Compromised software deployment server is used

l
@® @

to deploy various components to target computers
o o
| > E PowerShell Reverse Shell for persistence T1504 | PowerShell Profile
o
Payload is packaged into MSI for mass T1045 | Software Packing
deployment

> ao UVNC _Install.bat

Scheduled task “Java Updater” T1053 | Scheduled Task

T1037 | Logon Scripts

RunTask.bat

PonyFinal ransomware T1486 | Data Encrypted for Impact

Encrypt files at specific
date and time
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Wanna Cry Attack Chain

Search for vulnerable Creation of the Exploit EternalBlue Inject code into Wait for the order
Organizations artifacts vulnerability the SMB process to act
. ] * ° *
Take control Spread to Exploit the EternalBlue Search for exploitable
of the endpoint other endpoints vulnerability in the endpoints endpoints in the network
— e o 3 °
&
f
'\( Access Block booting Kill processes to Encryption of files Display a dialog to
system files in recovery mode gurantee encryption and directories request the ransom
~—®) {%) {8) ' {e3)
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Few major Malware before MITRE
mmm HOW STUXNET WORKED

UPDATE FROM SOURCE 7

El-/-5-E . N g

| son—

P

1. infection 2. search 3. update

Stuxnet enters a system via a USB stick and Stuxnet then checks whether a given If the system isn't a target,

proceeds to infect all machines running machine is part of the targeted indus- Stuxnet does nothing; if it is,

Microsoft Windows, By brandishing a digital trial control system made by Siemens. the worm attempts to

certificate that seems to show that it comes Such systems are deployed in Iran to access the Internet and

from a reliable company, the worm is able to run high-speed centrifuges that help download a more recent

evade automated-detection systems. to enrich nuclear fuel version of itself.

rokid
4 0{ g4
aeo i
ole [ |
5 = ol ‘
S -
| | |
4. compromise 5. control 6. deceive and destroy
The worm then compromises the In the beginning, Stuxnet spies on the Meanwhile, it provides false feed-
target system’s logic controllers, operations of the targeted system. Then it back to outside controllers, ensur-
exploiting “zero day” vulnerabilities- uses the information it has gathered to ing that they won't know what's
software weaknesses that haven't take control of the centrifuges, making going wrong until it's too late to do
been identified by security experts. them spin themselves to failure. anything about it.
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Solar Wind Supply Attack chain overview

SuppPLY CHAIN ATTACK

The supply chain attack is a sophisticated
| U infection vector that takes advantage of a
trusted channel fo compromise multiple targets.

s For example, legitimate software can be
compromised by modifying its source code and

S
executed in the targeted environment when updated.

The NotPetya and Sunburst attacks are recent
examples using this vector.

THE SUNBURST CASE

Ut
SOLARWINDS COMPANY 4/

&
\“"‘a

o=

o=

T > ﬁ-

‘ SunsuRsT BREACHED COMPANIES
TROJANIZED SOFTWARE

Arucxuz

CORE-201945220205M-SolarWinds-Core-v201945220-HotfixSmsp

aynoexg

SolarWindsOrionCoreBusinessLayerdll

SolarWindsOrionCoreBusinessLayer.
OrionImprovementBusinessLayer

c2

Domain Generation

Algorithm (DGA)

®  Victims selected targets

®  Traffic masquerades
Orion t

Program Protecol

PROPPSHEIERTIPPIOIPTZOZSLELLHHO
SpuMeRS Aq peubls 5t TIQ
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Telegram Remote Access Trogan

a8 Loo) -

Attacker Create Telegram
account

e ‘2 o0
<”'_“ "(’;""

MalSpam

o
N

Deploy malicious
sample

Insert Bot token into
Malicious source code

"

— ;_::.’)
)
User open Bot
the malicious connected to Telegram RAT
attachment user device c&c
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Who is the King of Ransomware on the DarkWeb?
(number of affected organizations)

6 5 4 3 1
T T S s—

m MAZE ® Conti ® Sodinokibi MW DoppelPaymer ™ NetWalker
W Pysa Nefilim CLOP Suncrypt AKO

Ragnar Locker ™ Egregor B Sekhmet B Avaddon B Mount Locker



* https://attack.mitre.org/resources/fag/ Frequently asked questions

Useful URLS \@,

* https://attack.mitre.org/matrices/enterprise/pre/ Pre Attack

* https://mitre-attack.github.io/attack-navigator/ Attack Navigator

* https://mitre-engenuity.org/mad/ new Certifications announced go days validation free

* https://d3fend.mitre.org/ NCA funded knowledge graph of cybersecurity countermeasures

* https://attackig.com/mitre-attack/
* https://github.com/austinsonger/Incident-Playbook/tree/main/Pl aybooks/MITRE-ATTACK

* https://github.com/austinsonger/Incident-Playbook MITRE Incident response playbooks

* https://saf.mitre.org/ Security Automation Framework based on MITRE

* https://ctid.mitre-engenuity.org/our-work/attack-workbench/

* https://atomicredteam.io/testing.html running tests on lab environment for checking quality of SIEM /EDR
use cases . Reduce noise and identifying true positives

Global Information Security Society for Professionals of Pakistan 36


https://attack.mitre.org/resources/faq/
https://attack.mitre.org/matrices/enterprise/pre/
https://mitre-attack.github.io/attack-navigator/
https://mitre-engenuity.org/mad/
https://d3fend.mitre.org/
https://attackiq.com/mitre-attack/
https://github.com/austinsonger/Incident-Playbook/tree/main/Playbooks/MITRE-ATTACK
https://github.com/austinsonger/Incident-Playbook
https://saf.mitre.org/
https://ctid.mitre-engenuity.org/our-work/attack-workbench/
https://atomicredteam.io/testing.html

